1. Introduction and Overview

The purpose of this policy is to:
· set out the key principles expected of all members with respect to the use of ICT 
· safeguard and protect FST staff and the young people we work with
· assist staff to use the Internet safely and responsibly
· set clear expectations of behaviour and/or codes of practice relevant to Internet use 
· have clear structures to deal with online abuse 
· minimise the risk of misplaced or malicious allegations 

The main areas of risk can be summarised as follows:
· exposure to inappropriate content, including pornography, ignoring age ratings in games (exposure to violence and racist language), substance abuse
· lifestyle websites, for example pro-anorexia/self-harm/suicide sites
· hate sites
· inauthentic and inaccurate online content
· grooming
· radicalisation
· cyber-bullying 
· privacy issues, identity theft, disclosure of personal information and passwords
· digital footprint and online reputation
· health and well-being (amount of time spent online)
· sexting (sending and receiving of personally intimate images)
· copyright of intellectual property and ownership – such as music and film

This policy applies to all members of Future Skills Training (including staff, students, young people, volunteers, parents, carers, visitors and community users) who have access to and are users of ICT systems, both on and off site.

Such incidents will be dealt with within this policy and associated behaviour policy and will, where known, inform parents / carers of incidents of inappropriate e-safety behaviour that take place both on and off site. 

Communication:
· policy saved in GDrive, staff have access and it can be shared upon request
· When wifi code is provided to a young person, quick chat about online safety and appropriate behaviour

Sanctions for misuse:
· The E-Safety Coordinator acts as the first point of contact for any complaint. 
· All reasonable precautions will be taken to ensure e-safety. However, in the case of possible infringements, the possible sanctions include:
· interview/counselling by E-Safety Coordinator;
· informing parents or carers;
· removal of Internet or computer access for a period;
· referral to LA / Police.
· [bookmark: _heading=h.gjdgxs]Complaints related to child protection are dealt with in accordance with child protection procedures

	Role
	Key Responsibilities

	
E-Safety Co-ordinator / Designated Child Protection Leader

Phil Thain, CEO
	· To take overall responsibility for e-safety 
· To apply appropriate access controls to data held on young people 
· To ensure an approved, filtered internet service provider (ISP) (approved filter) is used, which complies with current statutory requirements
· To be regularly updated in e-safety issues and legislation
· To ensure that staff receive suitable e-safety training
· To ensure that all staff are aware of the procedures to follow in an e-safety incident
· To ensure that young people are aware of how to report a problem
· To ensure that an e-safety incident log is kept up to date
· To liaise with relevant agencies e.g. Local Authority, schools etc
· To write the E-Safety Policy and review it annually or when any significant changes occur with regard to the technologies in use 

	
Trustees
	· To ensure that FST follows all current e-safety advice to keep the children and staff safe
· To approve and review the effectiveness of the E-Safety Policy

	
IT Consultant
	· To provide a recognised internet service provider (ISP) with age-related filtering (recognised filtering service)
· Ensure users only have access to networks with appropriate filtering and safeguarding controls 
· To ensure that provision exists for misuse detection and malicious attack where appropriate (e.g. keeping virus protection up to date)
· To ensure the security of the ICT system
· To ensure that access controls exist to protect personal and sensitive information held on Future Skills devices.
· To check the web filtering system is updating itself weekly. 
· To keep up-to-date documentation of the e-security procedures
· To regularly check ‘digital reputation’ via public search engines or reputation alert systems and to respond as necessary. 

	
All staff
	· To adhere to the E-Safety Policy
· To be aware of e-safety issues related to the use of technology
· To supervise and guide young people carefully when online, monitor their use and implement current policies
· To report any suspected misuse or problem 
· To maintain an awareness of current e-safety issues
· To ensure that any digital communications with young people are on a professional level.

	
Young people
	· To read, understand and adhere to the Acceptable Use Policy (Appendix A)
· To understand the sanctions for breaching the Acceptable Use Policy
· To report abuse, misuse or access to inappropriate materials






2. Expected Conduct and Incident management

· All users are responsible for using the ICT systems in accordance with the Acceptable Use Policy, which will be clearly visible during sessions and activities, and should be aware of the consequences of misuse or access to inappropriate materials
· Staff will take care when sensitive information needs to be communicated among referral organisations and partners.
· All users should be aware that they are responsible for the things they do, say or write online.
· Volunteers and staff should be aware that they are directly representing Future Skills Training when using the internet.
· The E-Safety Policy covers users’ actions off site, if related to their membership of the community
· In the event of an e-safety incident, a differentiated and appropriate range of sanctions should be applied 
· Monitoring and reporting of e safety incidents takes place and contributes to developments in policy and practice in e-safety. The records are reviewed and reported to the trustees
· Parents / carers are specifically informed of e-safety incidents involving young people for whom they are responsible. 
· We will contact the Police if one of our staff or young people receives online communication that we consider is particularly disturbing or illegal

Indicators of inadequate practice:
· Personal data is often unsecured or leaves the site without encryption
· Password security is ineffective
· Policies are generic and not reviewed or updated
· There is no internet filtering or monitoring
· There is no evidence of staff training
· Staff and young people are not aware of how to report a problem
3. Managing the ICT infrastructure

Internet access, security (virus protection) and filtering:
· WIRELESS NETWORK
There is a separate network available for the young people to use (Caius House Guest). The password is distributed at times when deemed appropriate, but not before or during a Learn2Live session.
· ANTI-VIRUS
Ensures network healthy through use of ESET antivirus software and network set-up so staff and pupils cannot download executable files; our antivirus software is managed by Fluid IT. 
· FILTERING SYSTEM
Has a filtered secure broadband system which blocks sites that fall into categories such as pornography, race hatred, gaming, sites of an illegal nature, etc. All changes to the filtering policy is logged and only available to staff with the approved ‘web filtering management’ status

E-mail:
· Staff email accounts are for professional use only
· E-mail sent to external organisations must be written carefully, (and may require authorisation), the sending of chain mail is not permitted
· We will contact the Police if one of our staff or young people receives an e-mail that we consider is particularly disturbing or illegal 
· Email accounts should be maintained and up to date

Website:
· Website content should be accurate and uploading of information is restricted to our website authorisers
· Most material is our own; publication of other’s work is credited
· Photographs published do not have full names attached (we do not use names when saving images in the file names or in the tags when publishing to the website)

Social media:
· The main purpose of social media (Facebook, Twitter etc.) is networking and promotion
· Everyone is encouraged to post/follow related articles and links to relevant charities
· Positive updates and photos of sessions should be posted
· Young people’s faces should not be shown clearly in photos, without their permission and approval from Phil Thain
· Young people will never be tagged or identified 
· Social media should be used to advertise promotions and special events

General guidelines concerning the use social media for the following purposes:
· Broadcasting or marketing communication: through an organisational account (ie a Facebook page or Twitter account) to:
o   Share information about FST’s work to an existing audience or engage new audiences
o   Engage young people in something they are interested in / encourage positive engagement
o   Let young people know about new opportunities they could get involved in
o   Provide updates about projects
o   Community building and knowledge sharing
o   Showcase work created by the group or young people you support
 
· Group communication: through a group set up on a social media platform (ie a WhatsApp or Facebook group)
o   Build up a peer support network to keep a group of young people informed about what is going on, new opportunities and other updates
o   Share information and keep connected. FST staff share a WhatsApp group “FST Team” - leavers are added or removed as relevant.  
· One-to-one messaging:  (ie in a private WhatsApp message or through direct message on an account such as Twitter or Facebook). This type of communication is not recommended and should be thought about carefully and the necessary precautions should be put in place (ie: how will these communications be recorded?), keeping in mind that things can be interpreted differently online where tone and body language are not present to assist in getting your message across.
 
For all of the above, it is essential that:
 
o   Any type of online communication is always carried out from a work organisational account and not a personal one. If using a social media account that is not part of the organisation to communicate with a young person, consider creating a work social media account instead. It is important not to blur the boundary between private and work life, keeping them separate at all times
o   Never share personal information, for example your address or date or birth online or as part of a username
o   Report any online abuse or trolling and do not engage in any trolling targeted at yourself or FST
o   Do not say anything that is offensive or discriminatory online
 
Boundaries are important so as not to blur the line between your personal and professional life and that you have time to switch off. Some things to consider are:
· Time:
o   Think about what hours you will be available to communicate with young people online (for example, 9am – 5pm) and make this clear to the young people you support. If the platform has a feature for a short biography, add in the times you are available
o   Never use your own personal account to communicate with young people
o   Do not use personal devices/numbers to communicate with young people whenever possible
 
· Consent
When taking pictures/videos including young people, consent needs to be obtained. FST’s consent forms should always outline how and where the photograph/video will be used and what to do if the person would like their photograph removed.

· Learn 2 Live consent is part of H&S inductions with young people
· Residentials consent is collected when young people sign up
· Infuse consent is sought if necessary (as and when we decide to use specific photos)
 
· Reporting abuse, inappropriate messages & content
Social media platforms have internal reporting systems for abusive behaviour or behaviour that goes against community guidelines. There is normally functionality to:
· Report content / a user that is showcasing harassment, violent threats, exposes private information, uses hate speech or spam posts
· Block a user that you do not want to interact with. If you receive a message or engagement that you find offensive or rude, it is best not to engage with it, but instead follow the steps above to report and/or block the user.


4. Data security: Management Information System access and Data transfer

· See data protection policy 

5. Equipment and Digital Content

Personal mobile phones and mobile devices:
· Mobile phones brought into the centre are entirely at the owner’s risk. The centre accepts no responsibility for the loss, theft or damage of any personal device
· No images or videos should be taken on mobile phones or personally-owned mobile devices without the prior consent of the person or people concerned
· The centre reserves the right to search the content of any device on the premises where there is a reasonable suspicion that it may contain undesirable material

Staff use of personal devices:
· Staff are not permitted to use their personal mobile phones or devices for contacting children, young people or their families outside of a professional capacity.

Digital images and video:
· We do not identify staff or young people in online materials or include full names in the credits of any published materials
· All are advised to be very careful about placing any personal photos online
· No images or videos of others should be posted without their permission

Using Social Networking with young people

Outline 
As an organisation working with young people we acknowledge the impact and involvement that social networking & messenger sites/apps such as Facebook, Twitter, Instagram and WhatsApp have on the lives of young people and their role in the ways which young people interact with each other. 

There is huge potential for these tools to be used by the FST team to communicate activities with young people and to encourage them. At the same time we acknowledge the dangers and potential risks that these sites can pose to both young people and the FST team and have the potential to be abused as ways of interacting with young people. Therefore as an organisation any FST staff member or volunteer using social networking as part of their on-going work with young people must abide by the following guidelines to safeguard both workers and young people involved. 

All social networks allow private messaging to take place between ‘friends’. There are times when one-to-one communication is appropriate however we would strongly advise that any one-to-one communication using social media is kept to a minimum and that it is done via a platform that keeps a record of these messages and is ideally done using a specific work account.

When using social networks to communicate with young people, all staff and volunteers will: 
· Use a separate, designated social media account for the purposes of the youth organisation. This account may be examined by the CEO or Trustees and should be used for youth work purposes only and not as a workers personal account.
· Any communication using these accounts should be kept public or kept logged. Messages should be saved and kept (both incoming and outgoing). 
· All contact with young people using Facebook should be kept appropriate and not use abbreviations/language that could be misunderstood by a parent or guardian (e.g. LOL, IDK (I don’t know) and smilies). 
· It is recommended that staff do not use this account after 9pm in order to maintain a safe boundary between work and personal life. 
· All communication with young people on social media should be done with parental consent.
Staff do not directly message young people via any social media. Accounts are used for posting pictures and information about our projects.

Specific Site Guidelines 

Facebook 
· Where possible, FST will ensure that young people are only added to a specific work Facebook account with parental consent. 
· In all communication with young people using social networking sites, it is advisable to not use abbreviations (for example: lol) as these can often be misinterpreted by parents. 
· If you are concerned about a young person from their posts on a social media network then you should seek further advice from the CEO and consult FST’s safeguarding policy. 

WhatsApp 
· Where possible, FST will ensure that young people are only added to a specific work WhatsApp account with parental consent. 
· FST will ensure that at least 2 adults are part of a WhatsApp group chat.
· When using WhatsApp group chats be aware that adding people to the group discloses their mobile number to the rest of the group. 
· WhatsApp allows you to backup your chats which will be done on a regular basis.

Twitter 
The public nature of the majority of twitter profiles means that young people can freely choose to ‘follow’ you on the platform. It also means you can freely choose to ‘follow’ them back. 
· When using the FST account, ensure the content is appropriate and only reply to young people when absolutely necessary.
· If a young person follows you on your personal account, then ensure the content is appropriate and you are being a positive role model.
· When using Twitter, staff should not directly message young people. This is nor permitted.

Instagram
· Instagram can be used for the purpose of sharing photos only rather than using messaging features as these are difficult to keep a backup of.
· When using the FST Instagram account, FST will seek permission from parents before sharing photos of young people. 

Snapchat 
The nature of Snapchat makes it completely inappropriate for use with young people as messages disappear after a designated amount of time. If you use Snapchat as an individual please ensure that you have to give permission for people to follow you and that you do not add any young people.

Cyber Bullying

Cyberbullying involves the use of information and communication technologies to support
deliberate, repeated, and hostile behaviour by an individual or group that is intended to harm others.

Cyberbullying can involve Social Networking Sites, emails and mobile phones used for SMS
messages and as cameras. In addition;
· It can be used to carry out all the different types of bullying; an extension of face-to-face bullying
· It can also go further in that it can invade home/personal space and can involve a greater number of people
· It can take place across age groups and staff and other adults can be targeted
· It can draw bystanders into being accessories
· It includes: threats and intimidation; harassment or ‘cyberstalking’;
vilification/defamation; exclusion or peer rejection; Impersonation; unauthorised publication of private information or images (‘happy-slapping’); and manipulation
· It can be an illegal act

Responding to cyberbullying
Most cases of cyberbullying will be dealt with through FST’s existing Anti-bullying Policy which can be found in Appendix 2 of the Safeguarding Policy. However, some features of cyberbullying differ from other forms of bullying and may prompt a particular response.



The key differences are:
· impact: the scale and scope of cyberbullying can be greater than other forms of bullying 
· targets and perpetrators: the people involved may have a different profile to traditional bullies and their targets
· location: the 24/7 and anywhere nature of cyberbullying
· anonymity: the person being bullied will not always know who is bullying them
· intent: some individuals may not be aware that what they are doing is bullying
· evidence: unlike other forms of bullying, the target of the bullying will have evidence of its occurrence
· it is possible that a member of staff may be a victim and these responses apply to them too

Support for the person being bullied
· Offer emotional support; reassure them that they have done the right thing in telling
someone
· Advise the person not to retaliate or reply. Instead, keep the evidence and take it to their parent or a member of staff (in the case of staff they should take it to their line manager)
· Advise the person to consider what information they have in the public domain 
· Unless the victim sees it as a punishment, they may be advised to change e.g. mobile phone number
· If hurtful or embarrassing content is being distributed, try to get it removed from the web. If the person who posted it is known, ensure they understand why it is wrong and ask them to remove it. Alternatively, contact the host provider and make a report to get the content taken down.
· In some cases, the person being bullied may be able to block the person bullying from their sites and services. 

Investigation
The safeguarding of the child is paramount and staff should investigate in accordance with
the FST Safeguarding and Child Protection Policy

Wider media outlets

If approached by a journalist from the TV, Newspaper or Radio, or if we have arranged to meet with a journalist to share a story or information, the FST staff, volunteers or trustees must ensure they do no share any confidential or sensitive information regarding any child or young person that we have had or continue to have in our care. Names of individuals will be changed and photos will not be shared unless permission has been granted by the individual in question and their parent or carer.
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Appendix A

Future Skills Training Acceptable Use Policy

We are all responsible for treating everyone we meet with respect. 
We should behave in a way that is not offensive or upsetting to others.

I agree to use the internet responsibly, which means that: 

· I will not access inappropriate content – including content that is not suitable for my age or will offend others
· I will keep log ins and passwords secret
· I will not upload photos/videos of other people without their permission
· I will not pass on any personal information about myself or other people
· I will report online abuse, suspicious or inappropriate behaviour to a member of FST staff immediately
· I will not put myself at risk by communicating with people I don’t know

I understand that if these rules are broken, my actions will have consequences as stated below:

· If a rule is broken, you will be asked to stop what you are doing immediately but you may be allowed to continue using the internet supervised
· If you persistently break the rules you will be asked to stop what you are doing and the device being used will be confiscated until the end of the session. In addition you may be asked to leave the session altogether depending on the severity of the issue.
· If the rule break in question puts others at risk and/or is a Child Protection issue then we will take the matter further as stated in our Child protection Policy.


Signed										Date 



Appendix B
Future Skills Training E-Safety Procedure Flowchart
E-safety incident


Record incident on form in Appendix C



			Unsuitable material/activity
Illegal material/activity

					
										
Report to E-Safety 
Co-ordinator and police
Report to E-Safety 
Co-ordinator



Review policies and tools
Review incident and decide on appropriate action/sanctions
Secure evidence and await police response
If no illegal material/activity is found, revert to internal disciplinary procedures
Police investigation


Appendix C
Future Skills Training E-Safety Incident Log

	Date:
	Reported By: 


	Reported To: 

	Incident Description: (Describe what happened, who was involved and what action was taken)


	Signature
	
	Date
	

	Result of Review/Sanctions applied:



	Signature 
(E-safety 
co-ordinator)
	

	Date:
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